The Digital Revolution Takes on New Meaning:
Among Calls for Heightened U.S. Data Privacy
Measures, California is King
Friday, March 1, 2019
California’s ambitious new data privacy law, the California
Consumer Privacy Act of 2018 (“CCPA”),[1] will go into effect
on January 1, 2020, and promises to bring a new era of digital
regulation to America’s shores. Financial institutions that just
navigated their way through implementing the European
Union’s General Data Protection Regulation
(“GDPR”),[2] which became effective in May 2018,[3] may be
uneasy about the prospect of complying with yet another new
data privacy compliance regime. They will find some comfort
in the fact that many of the systems and processes designed
for GDPR compliance will serve their needs under the CCPA
as well. However, between now and the go-live date of the
CCPA, U.S. federal and state laws and regulations are likely to
continue to evolve and expand, and financial institutions will
need to prepare for CCPA implementation while staying
abreast of other fast-moving developments. In this article, we
provide some key takeaways for how firms can be as
prepared as possible for the continuing evolution of U.S. data
privacy law.
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1. T he New Califo rnia Data Privacy Law Will Apply Bro adly to Financial Institutio ns

with Custo mers in Califo rnia
Financial institutions with customers who are California residents almost certainly fit within the types of
businesses to which the CCPA will apply. A “business” subject to the CCPA includes for-profit sole
proprietorships, partnerships, limited liability companies, corporations, associations, or any other legal entities
that collect consumers’ personal information and that satisfy one or more of the following criteria:
has annual gross revenues in excess of $25 million;
alone or in combination annually buys, receives for the business’ commercial purposes, sells, or shares for
commercial purposes, alone or in combination, the personal information of 50,000 or more consumers,
households, or devices; or
derives 50% or more of its annual revenue from selling consumers’ personal information.[4]
The CCPA also applies to legal entities that control or are controlled by a CCPA-covered business, and where the
two legal entities share common branding (such as a shared name, servicemark, or trademark).[5]
For U.S. businesses seeking to remain outside the purview of the CCPA, the available carve-out is extremely
narrow. Businesses that collect or sell the personal information of a California resident are exempt from the CCPA
only if “every aspect of that commercial conduct takes place wholly outside of California.” This requires that (a)
the personal information must have been collected when the consumer was outside of California, (b) no part of
the sale of the consumer’s personal information occurred in California, and (c) no personal information collected
while the consumer was in California was sold. In practice, this means that any firm with a website or other digital
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presence visited by California residents will likely be ensnared by the CCPA even if they lack employees or a
physical presence in the state.[6]
Businesses that fail to comply with the CCPA are subject to the possibility of a state enforcement action and
consumer lawsuits (available only after providing notice to the business and the business fails to cure the
violation within 30 days).[7] However, unlike the GDPR which can impose fines calculated as a factor of global
revenue, the CCPA assesses penalties of up to $2,500 per violation and up to $7,500 per intentional violation.[8]
1. Califo rnia’s Expansive Co ncept o f “Perso nal Info rmatio n” Is Similar to the GDPR
When determining what consumer data will constitute personal information under the CCPA, firms can look to
certain similarities with the GDPR.
Under the CCPA, “personal inf ormat ion” means “information that identifies, relates to, describes, is capable
of being associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or
household.” This includes, but is not limited to, names, addresses, identification number (such as social security,
driver’s license, or passport), email address, and Internet Protocol (IP) address. It also includes biometric
information, internet activity information (such as web browser or search history, or information regarding a
consumer’s interaction with a website), geolocation data, and employment-related or education
information.[9] This definition is largely consistent with how the GDPR broadly defines “personal data” for
residents of the EU.[10]
The CCPA does not apply to data that has been “deidentified,” which means personal information that cannot
reasonably identify, relate to, describe, or be linked to a particular consumer.[11] This is akin to the GDPR’s
exclusion for “anonymized” data which cannot be used to identify a data subject. In addition, the CCPA does not
apply to “aggregate consumer information,” which is information that relates to a group or category of
consumers, from which individual consumer identities have been removed, that is not linked or reasonably linkable
to any consumer or household or device.[12]
One difference between the two regimes, however, is that the CCPA’s definition of personal information excludes
“publicly available” information, which is information that is lawfully made available from federal, state, or local
government records.[13] The GDPR does not have a similar exception and instead provides the same protections
to personal data regardless of its source.

Califo rnia Co nsumers Will Enjo y a New Bill o f Rights Pro tecting their Perso nal
Info rmatio n
Another similarity between the CCPA and the GDPR is the recognition of several fundamental rights that
consumers will soon enjoy relating to the collection, use, and sale of their personal information. Under the CCPA,
these can effectively be described as:
Right of Disclosure. A business that collects a consumer’s personal information will be required, at or
before the point of collection, to inform consumers as to the categories of personal information to be
collected and the purposes for which the categories of personal information will be used.[14] A
consumer, e., a “natural person who is a California resident,” will also have the right to request such a
business disclose to that consumer the categories and specific pieces of personal information the business
has collected.[15] Such a request must be complied with promptly, by mail or electronically, and free of
charge to the consumer; however, businesses will not be required to provide such information per
consumer request more than twice in a 12-month period.[16] Together with this right, consumers will also
have the ability to request the business or commercial purpose for collecting or selling personal
information, and the categories of third parties with whom the business shares personal
information.[17] Finally, consumers will have the right to request that a business that sells the consumer’s
personal information, or discloses it for a business purpose, disclose what personal information was
collected and the categories of third parties to whom it was sold.[18]
Right of Deletion. A consumer will have the right to request that a business delete any personal information
about the consumer which the business has collected from the consumer.[19] If a business has received
such a request, it will be required not only to delete the consumer’s personal information from its records,
but also to direct any service providers to do the same.[20] This obligation to delete personal information
at consumer request is subject to several exceptions, including for the completion of a financial
transaction, to detect security incidents or debug errors, and to comply with legal obligations.[21]
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Right to “Opt Out.” A consumer will have the right to direct a business that sells personal information about
the consumer to third parties not to sell the consumer’s personal information going forward.[22] Once a
business has received such an instruction from a consumer, it may not resume selling that consumer’s
personal information unless express authorized to do so.[23] This right of a consumer to “opt out” must be
clearly communicated to consumers on a business’ website under a banner titled “Do Not Sell My Personal
Information,” with an accompanying link that enables a customer to opt out of the sale of the consumer’s
personal information.[24]
Right to Non-Discrimination. Businesses will be prohibited from discriminating against consumers who
exercise their various rights under the CCPA by denying them goods or services, charging different prices,
or providing a different level or quality of goods or services.[25]
1. Financial Institutio ns Sho uld No t Expect a Co mplete Carve-Out Under Federal

Law
The CCPA will not apply to personal information that is collected, processed, sold, or disclosed under certain
federal laws.[26] One such law is the Gramm-Leach-Bliley Act (“GLBA”),[27] which covers financial institutions that
offer consumers financial products, like banks, and contains its own consumer privacy-related
protections.[28] However, this is not a complete exception because the CCPA defines personal information far
more broadly than the financial-transaction-related data contemplated by the GLBA, and includes such data as
browser history and IP address. As a result, firms will need to contemplate what personal information they collect
in addition to what is captured under the GLBA and be prepared to protect it accordingly under the CCPA.
1. Co nclusio n
California may be the next big word on U.S. data privacy legislation, but it is unlikely to be the last. In recent
years, Congress and other states have faced increased pressure to explore new cybersecurity and data privacy
legislation due to a multitude of factors including a growing awareness of how businesses collect and use
personal information as seen with Cambridge Analytica’s use of Facebook data, and public frustration with
companies’ perceived lackluster responses to major customer data breaches.[29] A recent report from the U.S.
Government Accountability Office further highlights America’s growing appetite for GDPR-like legislation, calling it
an “appropriate time for Congress to consider comprehensive Internet privacy legislation.”[30] And while the last
Congress failed to enact any new national data privacy legislation into law, both the House and Senate have held
hearings recently to receive testimony on guiding principles for a potential federal data privacy law, with a key
question being whether any such law should preempt state laws like the CCPA.[31] So while a full-blown U.S.
equivalent of the GDPR may not yet be in the cards, the current mood among the public and among lawmakers
points in the direction of more rather than less intensive data privacy rules to come.
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