Farewell ‘Safe Harbor,’ Hello ‘Privacy
Shield’: Europe and U.S. Agree on
New Rules for Transatlantic Data
Transfer
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After intense negotiations, and after the official deadline had passed on Sunday, 31
January 2016, the United States and the European Union have finally agreed on a
new set of rules—the “EU-U.S. Privacy Shield”—for data transfers across the
Atlantic. The Privacy Shield replaces the old Safe Harbor agreement, which was
struck down by the European Court of Justice (ECJ) in October 2015. Critics already
comment that the Privacy Shield will share Safe Harbor’s fate and will be declared
invalid by the ECJ; nevertheless, until such a decision exists, the Privacy Shield
should give companies legal security when transferring data to the United States.
While a text of the new agreement is not yet published, European Commissioner
Věra Jourvá stated that the Privacy Shield should be in place in the next few weeks.
According to a press release from the European Commission, the new arrangement
…will provide stronger obligations on companies in the U.S. to protect the
personal data of Europeans and stronger monitoring and enforcement by
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the U.S. Department of Commerce and Federal Trade Commission (FTC),
including through increased cooperation with European Data Protection
Authorities. The new arrangement includes commitments by the U.S. that
possibilities under U.S. law for public authorities to access personal data
transferred under the new arrangement will be subject to clear conditions,
limitations and oversight, preventing generalized access. Europeans will
have the possibility to raise any enquiry or complaint in this context with a
dedicated new Ombudsperson.
One of the most known critics of the U.S. data processing practices and initiator of
the ECJ Safe Harbor decision, Austrian Max Schrems, already reacted to the news.
Schrems stated on social media that the ECJ Safe Harbor decision explicitly says
that “generalized access to content of communications” by intelligence agencies
violates the fundamental right to respect for privacy. Commissioner Jourová,
referring to the Privacy Shield, stated that “generalized access … may happen in
very rare cases”—which could be viewed as contradictory to the ECJ decision. Critics
also argue that an informal commitment by the United States during negotiations
with the European Union is not something on which European citizens could base
lawsuits in the United States if their data is transferred or used illegally.
The European Commission will now prepare a draft text for the Privacy Shield, which
still must be ratified by the Member States. The EU Parliament will also review the
draft text. In the meantime, the United States will make the necessary preparations
to put in place the new framework, monitoring mechanisms and new ombudsperson.
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